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“I am whatever you say I am

If I wasn't then why would I say I am”

Eminem, "The Way I Am", The Marshall Mathers LP, 2000



3

What is a Digital Identity?

• Digital representation of claims about an entity
�Domain name

�email address

�username

� I-name

• Claims can be made by or about the entity

• No built-in assumption of trust
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Who Am I?

=rob.richards
jbobhick
Jimbob Hick
ab3544...@nyms.net
Caribou, Maine

http://rrichards.pip.verisignlabs.com/

Rob Richards
<personal email>
<address>
<telephone>

rrichards@localthunder.com
Rob Richards
Development Manager
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What's the Problem?

• Username/Password juggling

• Information is being stored
�Concerns over privacy issues

�Security concerns / Identity Theft

• User has no idea who/what is using their 
information
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7 Laws of Identity

I. User Control and Consent

II. Minimal Disclosure for a Constrained Use

III. Justifiable Parties

IV. Directed Identity

V. Pluralism of Operators and Technologies

VI. Human Integration

VII. Consistent Experience Across Contexts

Kim Cameron, "Laws of Identity", 

http://www.identityblog.com/?page_id=354
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Identity Context Examples

• Browsing: a self-asserted identity for exploring the Web 

(giving away no real data)

• Personal: a self-asserted identity for sites with which I 
want an ongoing but private relationship (including my 
name and a long-term e-mail address)

• Community: a public identity for collaborating with others

• Professional: a public identity for collaborating issued 
by my employer

• Credit card: an identity issued by my financial institution

• Citizen: an identity issued by my government

Kim Cameron, "Laws of Identity", 
http://www.identityblog.com/?page_id=354
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OpenID and Information Cards

• Allow for Single Sign On

• Decentralized

• User-Centric
�User is in control of data

�User aware of information exchange

• Can reduce amount of personal information a 
remote site would need to store

• Potential to increase the Web experience 
while maintaining User privacy
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OpenID

• URL based
� http://rrichards.pip.verisignlabs.com/

� =rob.richards (http://xri.net/=rob.richards)

• Not Machine Dependant

• Based on Simplicity
�HTTP/S

� URLs

• PHP Libraries (There are More . . .)
� PHP OpenID library 

(http://www.openidenabled.com/openid/libraries/php)

�OmniTI OpenID (https://labs.omniti.com/trac/alexandria/wiki)
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OpenID Interaction

User Submits URL Relying Party locates
Identity Provider (IP)

Relying Party
Redirects User to IP

Relying Party
Establishes Association

User Authenticates
Against IP

IP Redirects back
to Relying Party

Relying Party 
Evaluates Response

Optional
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OpenID Validation Example
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Site Login Page
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OpenID Verification
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User Trust Consent
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OpenID validated
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OpenID Authentication Request
require_once("Auth/OpenID/Consumer.php");
require_once("Auth/OpenID/FileStore.php");
$store = new Auth_OpenID_FileStore($store_path);
$consumer = new Auth_OpenID_Consumer($store);

$trust_root = $serendipity['baseURL'];
$process_url = $trust_root . 'serendipity_admin.php';

$auth_req = $consumer->begin($openid_url);
if (!$auth_req)
    return FALSE;

$auth_req->addExtensionArg('sreg', 'required', 'email');

$redirect_url = $auth_req->redirectURL($trust_root,
                                                                  $process_url);

header("Location: ".$redirect_url);
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OpenID Authentication Response

require_once("Auth/OpenID/Consumer.php");
require_once("Auth/OpenID/FileStore.php");
$store = new Auth_OpenID_FileStore($store_path);
$consumer = new Auth_OpenID_Consumer($store);

$response = $consumer->complete($_GET);

if ($response->status == Auth_OpenID_CANCEL) {
    $msg = 'Verification cancelled.';

} else if ($response->status == Auth_OpenID_FAILURE) {
    $msg = "OpenID authentication failed: ".$response->message;

} else if ($response->status == Auth_OpenID_SUCCESS) {
    $openid = $response->identity_url;
    $sreg = $response->extensionResponse('sreg');
}



18

OpenID URL Request

https://pip.verisignlabs.com/server?

openid.assoc_handle={HMAC-SHA1}{469e6747}{Tg0zvA==}

openid.identity=http://rrichards.pip.verisignlabs.com/

openid.mode=checkid_setup

openid.return_to=https://192.168.222.230/serendipity_admin.php?<s9y args>

nonce=mv9ycuTg

openid.sreg.required=email

openid.trust_root=https://192.168.222.230/
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OpenID URL Response

https://192.168.222.230/serendipity_admin.php?<s9y args>

nonce=mv9ycuTg&openid.sig=7njhs5bWRbNtIoj1wO8hM3MiIXM=

openid.mode=id_res

openid.return_to=https://192.168.222.230/serendipity_admin.php?<s9y args>

nonce=mv9ycuTg

openid.sreg.email=rrichards@php.net

openid.identity=http://rrichards.pip.verisignlabs.com/

openid.signed=identity,return_to,mode

openid.assoc_handle={HMAC-SHA1}{469e6747}{Tg0zvA==}
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Information Cards (Infocards)

• CardSpace != Information Cards
� Information Cards are not Microsoft specific

� Variety of selectors for various OSs (xmldap / Higgins)

• Identities represented as cards
� Self Asserted

�Managed (Third Party provided)

• Identifier is unique amongst parties

• Complex Technologies
� SAML

�WS-Security / WS-Policy / WS-Trust
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Information Cards Interaction

Source: David Chappell
"Introducing Windows CardSpace"
April 2006
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Information Card

Validation Example
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Information Card Login
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Site Information
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Select or Create Card
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Preview Information To Be Sent
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Information Card Validated
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InfoCard Selector Initiation

<form id="infocard" method="post" action="serendipity_admin.php">
   <center>
      <img src="/infocard/enter.gif" onClick="infocard.submit()"/>
   </center>

   <OBJECT type="application/x-informationCard" name="xmlToken">
     <PARAM Name="tokenType" Value="urn:oasis:names:tc:SAML:1.0:assertion">

      <PARAM Name="requiredClaims"            
Value="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

       http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
  http://schemas.xmlsoap.org/ws/2005/05/identity/claims/privatepersonalidentifier

       http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress" />

   </OBJECT>

</form>
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InfoCard: PHP Code

• xmlseclibs.php
�XMLDSig

�XMLENC

• infocard-lib.php
�Decrypts submitted XML Token

�Verifies Signed SAML Token

�Parses Assertions

http://www.cdatazone.org/index.php?/pages/source.html
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InfoCard: Card Processing

$xmlToken = stripslashes($_POST['xmlToken']);
$token = processCard($xmlToken);

if ($token) {
   $asserts = getAssertions($token);

   if (! empty($asserts['privatepersonalidentifier']))
       $identitifier = $asserts['privatepersonalidentifier'];

   if (! empty($asserts['givenname']))
       $name = $asserts['givenname'].' '.$asserts['surname'];

   if (! empty($asserts['emailaddress']))
       $email = $asserts['emailaddress'];
}
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Submitted Token

<enc:EncryptedData xmlns:enc="...xmlenc#" Type="...xmlenc#Element">
   <enc:EncryptionMethod Algorithm="...xmlenc#aes256-cbc" />
   <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
      <enc:EncryptedKey>
         <enc:EncryptionMethod Algorithm="...xmlenc#rsa-oaep-mgf1p">
            <ds:DigestMethod Algorithm="...xmldsig#sha1" />
         </enc:EncryptionMethod>
         <ds:KeyInfo>
            <wsse:SecurityTokenReference xmlns:wsse="...ssecurity-secext-1.0.xsd">
               <wsse:KeyIdentifier ValueType=". . .#ThumbprintSHA1"
                         EncodingType=". . .#Base64Binary">7SSj. . .</wsse:KeyIdentifier>
            </wsse:SecurityTokenReference>
         </ds:KeyInfo>
         <enc:CipherData> . . .</enc:CipherData>
      </enc:EncryptedKey>
   </ds:KeyInfo>
   <enc:CipherData>. . .</enc:CipherData>
</enc:EncryptedData>
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Decrypted Self-Asserted Card

<saml:Attribute AttributeName="emailaddress" 
   AttributeNamespace=". . ./identity/claims">
      <saml:AttributeValue>rrichards@php.net</saml:AttributeValue>
</saml:Attribute>

<saml:Attribute AttributeName="givenname"
   AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/identity/claims">
      <saml:AttributeValue>Rob</saml:AttributeValue>
</saml:Attribute>

<saml:Attribute AttributeName="surname"
   AttributeNamespace=". . ./identity/claims">
      <saml:AttributeValue>Richards</saml:AttributeValue>
</saml:Attribute>

<saml:Attribute AttributeName="privatepersonalidentifier" AttributeNamespace=". . 
./identity/claims">
      <saml:AttributeValue>mzhu+UCL. . .</saml:AttributeValue>
</saml:Attribute>
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Serendipity Weblog

• http://www.s9y.org/

• Account based
�Traditional Username/Password Authentication

�Usergroup permission scheme

• Commenting Capabilities
�Anonymous

�Authenticated Users Only Option

�Captchas and other spam blocking techniques
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Integrating with User Accounts

• How is the initial association performed?

• Who has the ability to change a users ID?
�Users should always have control over their ID

�Can an Administrator change a user's ID?

• Is owner verification of ID required prior to 
change?
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OpenID Association
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Untrusted Users

• Is an account required?
� Is the software flexible enough to handle identity 
without an account?

�Should anonymous accounts be allowed?

�Should anonymous users be allowed to set personal 
preferences?

• Do you require any additional information from 
these users?
�OpenID: Simple Registration Extension

� InfoCards: can specify required information
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InfoCard Self-Registration
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Questions?

Who am I?

The Age of the Digital Identity
Rob Richards
OSCON 2007
7/25/2007

http://xri.net/=rob.richards

www.cdatazone.org


