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Username/Password Juggling

Online Banking

Sign in with your

Enter your User ID and password. For Password changes, sign on to Online Banking. € Cox 38[,[_: Account
UseriD: | | Forgot Your User ID? .
Email:
Password: | | Forgot Your Password?
Password:
Sign On V| Stay signed in
Sign in

f
Can't access your account?

MASHERY

Sign in to developer.netflix.com using Mashery ID

Username

- Member Sign In

Email
Forget your password?
Password
e Bugzllla = Log into Bugzllla E Remember me on this computer.
What's this?
Home | Mew | Browse | Search | | | Find | | Reports | New Account
[ Continue ]
| need a legitimate login and password to continue. .
o] Secure Server
Lngin: | | Mot a member? Click here.

Password: | | Meed help signing in? Click here.

¥ Remember my Login
E Restrict this session to this IP address {using this option improves secu

Log in




Centralized Authorities

LLOCKED INTO THEIRUSAGE Sign in to Windows Live ID website Help

E-mail address:

Password:

G 00 g I e Forgot your password?

AuthSub

o
Signin

G Save my e-mail address and password
(*) Save my e-mail address
E,' Always ask for my e-mail address and password

Sign in using enhanced security

.MET Messenger Service

=7 Windows Live ID
Works with Windows Live, MSN, and Microsoft Passport sites

i meniint ©apl e
ALLUUNL SETYILES

Fleaze zign inwith your MET
Pazzport to zee your online contacts,
have online comverzations, and
receive alerts.

E-mail address: T w

Pazsword: |

AOL
Dﬁllgn mED"; a“"ﬂ"r“[“"ﬁ’tamel | g 0 pe n A U t h

Micresofl g
Pazzport +ﬂ.€[

Geta MET Pazzport Help




Information Storage

* Concerns over privacy issues
* Security concerns / ldentity Theft
* User has no idea who/what is using their information

Sidekick contacts, data gone, T-Mobile says

Phones had outages a week ago; customers told not to reset devices yet

September 29, 2009

EKU inadvertently posts sensitive info online
September 25, 2009

UNC Chapel Hill computer server hacked
August 20, 2009

Radisson Hotels breached

Facebook imposter scam a growing concern




Re-Invent The Wheel?

Our Disaster Recovery Plan
Goes Something

g
BUG  FEATURE




What Do Can We Do?

OpeniD
&
Information Cards




OpenlD and Information Cards

Allow for Single Sign On

Decentralized
— No one entity in control
— User has choice and freedom

User-Centric
— User is in control of data
— User aware of information exchange

Possible reduction in amount of personal information a remote site
would need to store

Potential to increase the Web experience while maintaining User
privacy




Common Terminology

* Subject
— Entity referenced by identity
e Digital Identity
— Set of claims made by one digital subject about itself or another
* Relying Party (RP)
— Site requesting identity
e |dentity Provider (IdP) / OpenlD Provider (OP)

— Service that provides or maintains identity information




OpenlD

e URL based

— http://rrichards.pip.verisignlabs.com/
— =rob.richards (http://xri.net/=rob.richards)

* Not Machine Dependent

e Based on Simplicity
— HTTP/S
— URLs

e PHP Libraries (There are More . . .)

— PHP OpenlD library (http://www.openidenabled.com/php-openid/)
— Zend (http://framework.zend.com/manual/en/zend.openid.html)
— OpenlD for PHP (http://www.openidforphp.org/)
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http://www.openidenabled.com/openid/libraries/php
http://framework.zend.com/manual/en/zend.openid.html

OpenlD Interaction

UsERSuUBMITS ID

v

RELYING PARY IOCATES
IDENTITY PROVIDER (IP)

|

RELYING PARY
REDIRECTS UsSERTO IP

|

RELYING PARY

USERAUTHENTICATES

ESTABUSHES ASSOCIATION

IP REDIRECTS BACK

AGAINST IP
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TO RELYING PARY

v

RELYING PARY
EVAILATES RESPONSE
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MASHERY



OPENID VALDATION EXAM PLE



Serendipity Administration Suite

Welcome to the Serendipity Administration Suite.

Please enter your credentials below.

]

Logon using Infocards by clicking on the above image

Logon using your OpenlID

OpenlD: [http://rrichards.pip.verisignlabs.com/ Login

Username

Password

I save information

Login :=-|
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OpenlD Verification

Home | Signin | Help and Suppon

Personal ldentity Provider

\ériSigTr Labs

Sign In

Enter your username and password, then click the Sign In button below. You may also sign in using an E

information card Sign In

Learn More About PIP
Sign In
Sign Up for an Account

Goet SeatBelt for Firefox

Forgot my login information

VerlSign
Identity
Protection

Signin

e L S e s g S T TN T N e =
3 k- = Ak o N B & iia el a LS B - "

e g {dasdag: YiRSN) operates mislgent mirasinuciure services (hal enable and protect ikons of mieraciions SCros e WO S WOECE 2l G318 NewWorKs. v S Ol Heo

nchede S=l Cerimcales, two-lacior auinentscation, dent 1y proOleCiom, Manadged elwWors SaCiEy, PAUDet Key nirasimeciures (FHl), secy [ELY OIS L) nlormatson TIENSgEment, 35 'Il'lriSIHrl
Secured

vell 23 sodulkonsg for nle PEML COSTHTRENGC SRS, COATETIENCE, S COiaal

YERIFY F
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Sign In with Your OpenlD

The Web site, http:/M92.168.222.230/ is requesting verification that rrichards is your CpenlD.

Complete the following form, select when you want the trust relationship for this site to expire
and click Allow .

Click Deny to deny this request and return to http//192.168.222.230/.

* Reqguired Information

OpenlD Information

Use the My Information section on the right to help complete the form

* Email Address rrichards@ctindustries.net

My Information

ciick '™ to copy the information to the
associated field on the left.

«z T Rob Richards
M arme:

Email
1
Address:

Blog:

rrichards{@ctindustries net

1

hitp:/fwww cdatazone.org

Trusted Site Expiration

¢ Mever Expire

¢ Expire on: [Mar x| |0 x| |2008 x|

(%) Expire After Signing In

Deny | Allow |




OpenliD validated

Serendipity Administration Suite

Logged In as Anonymous (Adminlstrator)

Frontpage
Personal Settings

Entries

Mew Entrn.r'

Edit Erltrh;s
Comments
Categories
Static Pages
Media

Add media
Media library
Manage :Iiﬁ:cmries
Rebuild Thumbs
Appearance
Manage Et.;.rles
Conflgure Plugins
Administration
Configuration
Manage users
Manage groups
Import da_ta
Export erlt.rbas

Back to Weblog
Logout

Welcome back, Rob Richards
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Return to Weblog

Further Links

Serendlplty Homepage

Serendlplty Documentation

Official Blog
Forums

Spartacus
Bookmarkiet




Delegation

e Use your own site without having to be an OpenID Provider

* Delegate authentication

<link rel="openid2.provider openid.server"
href="http://https://pip.verisignlabs.com/server"/>

<link rel="openid2.local_id openid.delegate”
href="http://cdatazone.org/"/>
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Simple Registration Extension

Basic attributes can be send to Relaying Party
from OpenlD Provider
openid.sreg.nickname
openid.sreg.emalil
openid.sreg.fullname
openid.sreg.dob
openid.sreg.gender
openid.sreg.postcode
openid.sreg.country
openid.sreg.language
openid.sreg.timezone
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OpeniD 2.0

e Attribute Exchange Extension
— Extensible attribute support
— |dentity Provider can be asked to store certain attributes

* Extension Support
— Namespaced extensions

* Directed Identity
— URL can identity Identity Provider
— |dentity Provider determines what ID to send to Relying Party

e Official i-name Support
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OpenlD: Potential Issues

Phishing / Pharming
Cross-Site Scripting (XSS) / Cross-Site Request Forgery (CSRF)

— Feature to trust sites and not require login
— Attacker could access sites unbeknownst to user

DNS Poisoning
Web Page Defacement
Realm Spoofing

— Open Redirect Servers
— XSS exploited

ID recycling
Your provider knows every site you use your id on
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Information Cards: Identities

|dentities represented as cards in a wallet

— Self Asserted
— Managed (Third Party provided)

m\a \'

21

=

.Hr-,.'




Information Cards: Selectors

CardSpace != Information Cards
Information Cards are not Microsoft specific

Fip Dwioal Tk Lol

Ak 4 waind

My Cerleslond Wl Cori

Fig Pyl Pvk-Cord

“ B ormird B o ped o L2

Fig Frimele Wrli: Coeil

-

Identity Selector

-

EE

Self Asserted Card

Rob
Richards

3]

| BN BN B B BN |

| B BN BN BN

File

Edit View Help

woof.bandit-project.org

requires an Information Card. Select a card to send to
this site or click cancel to return without sending a card.

Linux PHP

VeriSign Labs
Personal
Identity
Provider

Account Card

CDatazone Managed Demo Card
Version 1

rrichards@php. net

Image URL:

| |

New Card Delete Card

© Use this Card

Private Personal ldentifier
-
Given Name
Rob
Surname
Richards
E-Mail Address
rrichards@cdatazone.org

Cancel




Information Cards

* |dentifier is unique amongst parties
— Distinct digital key for each realm

* Protections again Phishing
— Visual indicators of previous interactions
— x509 certificate checking

e Complex Technologies
- SAML
- WS-Security / WS-Policy / WS-Trust
- x509
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Information Cards: Making Claims

ldentity Selector

veriSign Labs

Personal TN A ONE
: Identity g _.
B Provider M!I“‘- ed Cand »

Account Card

PHP rrichards {Account)
Version 1 Version 1

Self Asserted Card

EmEEERBEQRQR
§ | B B BN BN <
a1}

2
o

=
-
s

© Use this Card New Card Delete Card Cancel



Information Cards Interaction

Identity Providers

4) Present
security token

S s T el T

3) Get
security

1) Get
security token
requirements

SouRcE: DAVID CHAPPEIL
' INTRODUCING W INDOW S CARDSPACE

2) Select
APRL 2006

desired identity
by choosing an
information
card




Information Card
Validation Example



Information Card Login

Serendipity Administration Suite

Welcome to the Serendipity Administration Suite.
Please enter your credentials below.

Logon using Infocards by clicking on the above image

Logon using your OpenlD

OpenID: | || Login |

Username | |

Password | |

Save information

Login >

Back to Weblog
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Site Information

Fﬂ Windows CardSpace

- Do you want to send a card to this site? Tasks

Review the following site information and privacy statement to decide if you want to send a card to this e kb peats et

zite. View privacy statement

Disable Windows
Card5pace

%

~ * This site does not meet Windows CardSpace requirements for a bank or major Internet
"-!.-' ] K 1 1 M (e i 1 2 7 . = = =
22 business, To learn more, click Why is this important! Why is this important?

e : Help
Site information:

www.cdatazone.org
Organtzation name not verified

Location not verfied
View privacy statement

Cards that are sent to this site may be sent to the site's designated agents.

Site information verified by:
UTM-USERFirst-Hardware

<+ Yes, choose a card to send

< No, return to the site




Select or Create Card

ﬂ Windows CardSpace = = |

@ Choose a card to send to: www.cdatazone.org Tasks

To see or edit card data before you send it, select a card, and then click Preview. To create a new card, Duplicate card
click Add a card and then click Add. Delete card

Add a card

Yeour other cards: Back up cards

Restore cards

f' L Preferences

Add a card Delete zll cards

Rob Richards Disable Windows
CardSpace

Which card should I
send?

Help

Learn more about this
gite

You have not sent this card to the site. You can review the card before you send it.
To review the card, click Send or Preview




Preview Information To Be Sent

E Windows CardSpace

@ Do you want to send this card to: www.cdatazone.org

Review the data that this site is requesting. To edit the data, name, and picture for this card click Edit.
You may include opticnal data.

F i

A% = You have not sent this card to the site. Review the card before you send it

1 Card data that will be sent to this site:

* First Mame: robrl

* Last Mame: richardsrl

Rob Richards
— * Ernail Address: rrichards@cyberware.local
Personal Card * Site-specific card L. WLA-25B8-XMQ

* Required data

Recent card history {not sent):
This card has not been used before.

Additional card details (not sent):

Created Cn: 5/13/2007

Tasks

Edit card
View card history
Lock this card

What data will be sent?

Help




Information Card Validated

Serendipity Administration Suite

Logged in as robrl richardsrl {Administrator)

Return to Weblog

Frontpage

Personal Settings :
Welcome back, robrl richardsrl

Further Links
Entries
New Entry Serendipity Homepage
d z Serendipity Documentation
Edit Entri
=1 Official Blog

Comments Forums
Categories Spartacus

1 Bookmarklet
Static Pages

Media
Add media
Media library
Manage di-recl:uries
Rebuild Thumbs
Appearance
Manage Styles
Configure .Plugin5
Administration
Configuration
Manage users
Manage gr-nu|:|-5

Import data

Carmmed ambaise

31




InfoCard Selector Initiation

<form id="infocard" method="post" action="serendipity_admin.php">
<center>
<img src="/infocard/infocard.png" onClick="infocard.submit()"/>
</center>

<OBJECT type="application/x-informationCard" name="xmlIToken">
<PARAM Name="tokenType" Value="urn:oasis:names:tc:SAML.:1.0:assertion">
<PARAM Name="requiredClaims"
Value="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
http://schemas.xmisoap.org/ws/2005/05/identity/claims/privatepersonalidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress” />
</OBJECT>

</form>
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Decrypted Self-Asserted Card

<saml:Attribute AttributeName="emailaddress"
AttributeNamespace=". . ./identity/claims">
<saml:AttributeValue>rrichards@php.net</saml:AttributeValue>
</saml:Attribute>

<saml:Attribute AttributeName="givenname"
AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/identity/claims">
<saml:AttributeValue>Rob</saml:AttributeValue>
</saml:Attribute>

<saml:Attribute AttributeName="surname"
AttributeNamespace=". . ./identity/claims">
<saml:AttributeValue>Richards</saml:AttributeValue>
</saml:Attribute>

<saml:Attribute AttributeName="privatepersonalidentifier" AttributeNamespace=". .
Jidentity/claims" >

<saml:AttributeValue>mzhu+UCL. . .</saml:AttributeValue>
</saml:Attribute>

33




Information Card Issues

e Still in infancy
— Few number of selectors
— Differing functionality between selectors
— Small numbers in production

e CardStore not easily transportable

* Third party applications required for non Windows systems
* Third party applications/plugins required

* More difficult to implement than most Identity technologies
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Digital Identity: What Are You Using It For?

* |dentity for public or private use?

* |s it a part of a reputation?

* How valuable is the data to be protected?

* WWhat are the individual privacy concerns?

e Consequences if a users identity is compromised?
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LJUESTIONS?

MASHERY

Digital Identity

Rob Richards

http://xri.net/=rob.richards
www.cdatazone.org
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